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Software bugs and configuration fixes: loading of patches,

modification of system files and internal variables due software bugs or

configuration errors

Post-issuance services for (U)SIM/R-UIM cards

File structure modification: post-personalization, ex.  

IMSI change, other changes in configuration (SPN, SMSC, PLMN, FPLMN, …etc)

Application configuration modification:

bytes codes load/modification etc…

Application management: loading and deletion of Java Card applets

and native applications
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Evolution of ОТА technologies for GSM/WCDMA

3GPP 23.048 SMS OTA

Generic BIP OTA functions

CAT-TP over BIP

1995 1999 2003 2007

Today there are 2 main 

technologies for remote file and 

application management of 

subscriber SIMs : SMS  based 

and using BIP (Bearer 

Independent Protocol) which 

usually employs GPRS/EDGE

Proprietary SMS OTA
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OTASP/OTAPA

CATPT(Card Application Toolkit Protocol Teleservice)

OTA-function based on IP(IOTA)

1995 1999 2003 2007

Today there are 3 main 

technologies for remote file and 

applications management of R-

UIM, 2 of them are based on 

terminal control concept (such 

as OTASP and IOTA) and 1 uses 

same approach as GSM 23.048 

and based on similar packet 

structure and SMS transport

Evolution OTA technologies for CDMA networks
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Cellnetrix approach to OTA (U)SIM Management

 Turnkey service delivery including applet development, testing, OTA 

scheduling, OTA hosting and quality controlling 

 Full support of standard OTA mechanisms (3GPP 23.048) and

native OTA technology of major (U)SIM card manufactures

A portfolio of ready-to-use Java Card applets which could be 

customized to customer requirements

 Provisioning of  hosted campaignsvia ʆʊɸ and POS

 Support for several transports:SMS-PP and BIP (CAT TP)

 Interoperation with second layer SIM toolkit applets such as WIB, 

S@T and other SIM toolkit interpreters

Application development on request
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Supported OTA campaign types

Operative

Permanent

Operative time-limited operations related 

to one-time (U)SIM/R-UIM-card software, 

file structure or (U)SIM-applications 

updates performed according to the 

agreed schedule.

All permanently maintained OTA services 

triggered by a user or by an external 

application, ex. change of PLMN list in 

roaming, etc.

Periodic
Periodical operations related to (U)SIM 

software, file structure or applications 

update performed according to agreed 

schedule.

О
Т

А
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OTA Support for different (U)SIM configurations

Individual approach 

for each group of 

subscribers based 

on subscriber 

profiles. 

A possibility to 

approach different 

groups in the most 

convenient and 

suitable way 

depending on their 

SIM profile
Contract 

subscribers

Java SIM 64ʂ

Prepaid 

subscribers

Java SIM 32ʂ

Native 32K

Prepaid active VAS 

users:

Java SIM 32ʂ

Native 32K
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Our geography…

OTA hosting centers

Main Cellnetrix OTA server is currently located in Moscow
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No need to learn new technologies, buy or lease equipment,

order application development

Full reporting for each subscriber transaction

Full independence from (U)SIM-card manufactures

Ease of integration over SMPP or SIGTRAN

24h-a-day monitoring available for our customers

Benefits of turnkey services
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Service provisioning model

Fully managed OTA service

OTA hosting

Cellnetrix offers OTA management  services on the basis 

of  2 different provisioning models: as a fully managed 

service fully controlled by Cellnetrix stuff and as a hosted 

solution.  

Campaign-based service  

management

Using in-house Cellnetrix

OTA Platform

Application Service 

Provisioning (ASP)

using a dedicated physical or 

virtual server

2 totally different business 

models are available for our 

customers depending on the 

selected provisioning model
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ASP and Campaign-based service management

Hosting fee 

(monthly)

Set up 

fee/service

a. Administration -type Service Fee
Fixed price per card, per campaign

b. Service management Fee 
Fixed price per subscriber, per month

Set up 

fee/service

If a customer chooses ASP model then costs consist of 2 components: initial setup fee and monthly

hosting fee. If campaign-based service is preferred then initial setup fee is applicable as well as service

fee. Service fee can be calculated per a card or per subscriber per a month for a permanent campaigns.

In both business models traffic costs are paid separately.

ASP Campaign-based service

management

Traffic costsTraffic costs
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Campaign-based service management

Clarification of technical 

requirements

Implementation of a 

solution/service

Local testing in the 

emulated environment

Testing using operator’s cards

Active phase of OTA 

campaign

Reporting and 

archiving
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Operator’s

networkHosting platform

Security for OTA key management is one of Cellnetrix priorities. 

There are two possibilities:

1) OTA Keys can be securely transferred to Cellnetrix and stored on CellOTA platform. 

2) OTA Keys may never leave customer’s premises. Loaded onto Key DB server they will be used for crypto operations 
and never transferred to any external party. Key DB server is linked with Cellnetrix cellOTA platform vie VPN link.

OTA Key Management

ENTERPRISE
6 0 0 0
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ENTERPRISE
6 0 0 0

Key DB

CellOTA GW
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Integration via SMPP/UCP

HTTP

External

applications

External

applications
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Redundancy and back-up

Front-end CellOTA GW1

CellOTA GW2

SMS Center

CellOTA server  is built on classical «master-

slave» scheme with the use of 2 fully  

operational servers with identical 

configuration

SMSC IF1

SMSC IF2

Replication, 

heartbeat

cellOTA provides full 100% redundancy, back-up and high availability
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Hardware configuration of the system

HP DL360 G5 2хQuad-Core-Prozessor 

2,83 GHz, 4GB, Smart Array P400i 

RAID, HDD 2x72GB 15K rpm

cellOTA is built on high performance Intel

servers with installed FreeBSD 7.0 or

Sun Solaris 10 operating systems

DB OTA Server 1 DB OTA Server 2

Fail Over Link

switch1

GGSN/Internet GW
SMSC

CellOTA

Reference configuration

Reference configuration is able to process up 

to 75 short messages per a second 

mySQL DBMS in cluster mode is use as 

a default data base solution however 

use of Oracle DB is also possible
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In addition to existing system components cellOTA can be equipped  with SMS/OTAF-gateway, supporting processing of SMS 
or OTASP messages on a signaling level. SMS/OTAF gateway provides the following functionality:

• - Receiving of messages from SS7 network and dispatching them to OTA platform via SMPP;

• - Receiving of messages form CellOTA or other ESME and dispatching them to SS7 network via SS7/MAP;

• - Flexible routing of messages (Originating or destinations addresses);

• - Support of Alert_SC procedure;

• - Full compliance to ETSI GSM 03.40 и 03.38;

• - Support of GSM MAP phase I, II, III;

• - Supporting up to 32 links on one node;

• - Support of HSL (2 Мбит/link of SS7);

• - Support SIGTRAN (M3UA);

• - Full throughput control for SMPP connections;

• - More than 100 ESME are supported at the same time;

• - Horizontal scaling of the system;

• - SNMP support;

• - One module can support up to 250 messages per a second;

• - Dynamic configuration without system reboot.

Hardware and software configuration

- Intel (HP Proliant DL 360/380 or similar);

- Reserved PCU optionally;

- Raid 1 orRaid 5 SCSI HDD;

- Linux/XFS.

Protocols

- SIGTRAN/M3UA (ETSI GSM);

- SS7/MAP (ETSI GSM);

- IS-41 (D-AMPS, CDMA);

- FSK;

- SMRSE (Nokia Protocol)

Additional Components

E N T E R P R I S E

6 0 0 0
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Capabilities of OTA services

OTA service 

Transport protocols SMS-PP,SMS-CB,

BIP,CAT-TP *

ОТА-interface Native (manufacturer dependent),

ETSI TS 123 048 V5.9.0

ETSI TS 102 226 V6.15.0

ETSI TS 102 224 V6.1.0

ETSI TS 102 225 V6.8.0

ETSI TS 102 127 V6.7.1*

Simalliance interoperability stepping stones, release 

2004

Scheduling Flexibly set periods of activity with a configurable 

throughput

Java Card:development and

management

Java Card 2.1.1/2.2.1/2.2.2

Visa Open Platform 2.0.1/2.1.1

Byte-code support WIB 1.3, S@T 2.0
*in development

**version dependent
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Some OTA references 
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Conclusion….

Thank you for your attention!

We’re pleased to answer your questions!

Cellnetrix R&D Center

Yablonevaya alleya, 313a,

Zelenograd, Moscow, Russia, 124482

Tel . +7(495) 944-66-90

Fax.   +7(495) 536-57-63     

Cellnetrix GmbH

Holstenkamp 54,

D-22525 Hamburg, Germany 

Tel. + 49 40 891 062

Fax.+ 49 40 891 064

Email: office@cellnetrix.com

Web: www.cellnetrix.com

mailto:office@cellnetrix.com

